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Abstract

The focus of this research is to improve current e-mail systems to support
secure, secret, and private e-mail communication. Research into this is im-
portant as with digitalizing the world, it is becoming more and more easy
to conduct surveillance on a massive scale. This surveillance can put a stop
to the evolution of society when people that think differently are not able
to express themselves. In this research the three mentioned aspects are
investigated separately in terms of what is required to achieve it, what is
currently available, and what needs to be done to make the system work.
Next to this, a system design is described and a list of necessary compo-
nents that do not fall within the scope of this research, is given. Lastly,
the feasibility of implementing this design is investigated and several use
cases are described. It was found that secure, secret, and private e-mail
is possible. Broad adoption is, however, preferred as this strengthens the
private aspect. For this broad adoption several components will still need
to be developed or finished.
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1. Introduction

It is reported more and more often that states and intelligence agencies are
applying mass surveillance on the Internet [25]. In order to protect them-
selves against prying eyes, many people are using Virtual Private Networks
(VPNs) [18]. The problem that exists with VPNs, is that they can be com-
pelled to disclose logs by courts. If the VPN provider does not keep these
logs, this protects users for partly against surveillance when browsing the
internet.

In case people want to circumvent the surveillance while using e-mail, a
VPN only works in disconnecting the actual IP of a person and the e-mail
account of that person. This is valuable, but it does not protect the e-mail
itself. Encryption standards, such as OpenPGP [1] and S/MIME [17], exist
to protect e-mail, but by default the headers are not encrypted. This leaves
a lot of metadata available for surveillance. It is for example known which
accounts are the sender and receiver, when the e-mail is sent, and what its
subject is.

In practice this metadata is protected by Transport Layer Security
(TLS) between mail servers. However, even between two mail servers that
support TLS it is possible to disable it dropping the StartTLS request on
the network level. This is something Internet Service Providers (ISPs), and
e.g. intelligence agencies, can do. This means that it cannot be assumed
that e-mail is protected by TLS [7]. The question that comes to mind: how
is e-mail protected?

Protection of normal e-mail from ISPs and intelligence agencies is pre-
ferred, but not necessary. However, when extremely sensitive communica-
tion is concerned this is no longer true. For the purpose of this research
extremely sensitive communication is defined as any and all forms of com-
munication that under no circumstance should be read by anyone except
the sender or receiver. If such communication gets compromised this will
have big consequences for the involved parties. A good example of this, is
the case where it is used to report on human rights abuse, or to oppose
certain regimes.

When communication is extremely sensitive there are certain aspects
that should stay secret. Some of these aspects are: content, sender, receiver,
duration, location, and subject. In order to keep this information secret,
other data might also need to be kept secret, because this data can be used
to deduce these aspects.

In order to send extremely sensitive information, no party should have



to be trusted except the receiver and sender. However, when normal e-mail
is involved, multiple other parties need to be added to the chain of trust,
e.g. e-mail providers and ISPs. These parties will have to abide by local
law, and can possibly be influenced by powerful entities, such as intelligence
agencies.

The purpose of this research is to design a system that allows users to
send e-mail in a trusted way. To make sure the service can be trusted, at
least the following should be arranged: data that is intercepted should not
leak any information; no e-mail servers have knowledge of the content of
e-mails; they actively remove metadata; and they do not keep any logs.

To address the described problem, the following research question was
formulated: How can e-mail communication be changed to provide a trusted
(secure, secret, and private) way of communication?

To be able to answer the main question on both a theoretical and a
practical level, the following subquestions will be investigated:

1. What are the requirements for secure, secret, and private e-mail?

2. What are the gaps in currently available solutions with regard to these
requirements?

3. What system architecture enhancements can be provided to these
solutions to fill these gaps?

4. What is the feasibility of implementing these system architecture en-
hancements?

The focus of this research will be to investigate e-mail, other forms of
communication are excluded. In order to investigate e-mail the existing
protocols will be used, in favor of defining a new protocol. The goal of
this research is to enable secure, secret, and private e-mail communication
between users.

The main purpose of this research is to design the server side of secure e-
mail communication. For users, normal e-mail clients that can send e-mails
through the designed service will be supported, as well as a specialized client
that can submit e-mail in a hidden way. This design is specifically created
to solve issues with current implementations.

The remainder of this paper is structured as follows. First related work,
both academic and created implementations, will be described. Next, the
methodology is given, followed by the requirements for trusted e-mail com-
munication. After this currently existing solutions are compared to the re-
quirements, and other solutions are given for the found mismatches. Then,
the proposed system is described in detail. Afterwards, the feasibility of
this design is tested, followed by a description of possible use cases. Lastly,
the conclusions and future work are given.



2. Literary Framework

Secure, secret, and private e-mail communication has been the subject of
academic research for a long time. In the following subsections first Simple
Mail Transfer Protocol (SMTP) will be explained followed by the three
aspects as defined in the research question: Secure, Secret, and Private.
For each of these three aspects existing solutions will be explained, next to
this, disadvantages of the solutions will be given. A more detailed definition
of the aspects will be given in section 4.

2.1 SMTP

Simple Mail Transfer Protocol (SMTP) [9] is the protocol used to exchange
e-mail messages between servers. It can also be used for e-mail submission
by users to their mail provider, but is not often used for e-mail retrieval.
At first, SMTP was not designed with security in mind and all data trav-
eled over the internet in plain text. The solution, as it is used now, is an
encrypted TLS tunnel between servers.

For legacy reasons using this tunnel is not mandatory, but can be agreed
upon between servers. This means that two parties first start a plain text
connection and then ask whether TLS can be used, this request (StartTLS)
is send in plain text. If the receiving server does not support TLS, the
request will be ignored, and the sending server will continue just using the
plain text connection. This means that any entity in control of the network
can recognize the StartTLS request, and drop this request.

2.2 Secure

For the purpose of this research the secure part of e-mail is the encryption
layer. Several existing methods of encrypting e-mail messages will be given
here.

2.2.1 OpenPGP

OpenPGP [1] is an encryption standard that is actively being used to create
end-to-end encrypted e-mail messages. The standard only provides encryp-
tion of the body of an e-mail message. This means that all headers, which
include sender, receiver, and subject, are send in plain text.



OpenPGP makes use of the Web of Trust, which means that entities
verify each others keys. This verification works similar to this: you trust
Bob, and Bob tells you Alice is really Alice, then you know Alice is Alice.
This is a Web containing you, Alice, and Bob. For the web of trust to work
it is important many people are interconnected, but in practice this proves
to be difficult.

There are several issues with using OpenPGP as described in [19]. The
main issue is that OpenPGP does not support Perfect Forward Secrecy
(PFS). This has the consequence that e-mail messages can just be stored or
intercepted, and once the key gets compromised at a later time, all stored
and intercepted messages can be decrypted.

2.2.2 S/MIME

S/MIME [17] is similar to OpenPGP; it also encrypts the content of e-mail
messages. More specifically it encrypts and/or signs MIME type messages.
S/MIME can provide authentication, non-repudiation, message integrity,
and data security.

S/MIME using Certificate Authorities (CA) instead of the Web of Trust.
With Certificate Authorities, you do not trust a different person to verify
the identity of an individual, instead you trust the organization (CA) the
user registered at.

From a companies perspective CAs are more maintainable and reliable
than the Web of Trust will ever be. It does, however, come with the disad-
vantage that an external CA costs money, where the Web of Trust is free.
On the other hand, for individuals the Web of Trust might work better, as
private islands of trust can be created. This can be a more reliable form of
trust on a smaller scale.

2.2.3 opmsg

Opmsg [16] is a replacement for OpenPGP [1]. It is client side software
that can be used to encrypt e-mail messages. These messages can then
be send using the normal SMTP protocol. Opmsg also has a way to limit
the amount of metadata that is exposed. This is achieved by allowing e-
mail to be send to a random mailbox at the destination provider, who in
return can do the final routing to the recipient mailbox. It is even possible
that the provider offers it as one single blob containing all messages for
everyone. This is possible because the op-messages are self contained and
ASCII-armored, which means that people can identify messages addressed
to them from a group of messages.

The disadvantage of opmsg is that even though it allows for metadata
obfuscation through the fact that mail providers could group all the op-
messages and post them to a public webpage. This would allow anyone to
visit the webpage and see the encrypted messages, but only the owner of the
private key would be able to decrypt and recognize the message. Opmsg
does not support a way of disallowing metadata to be gathered. This is



caused by their main advantage, it does not require any mail agent/clien-
t/daemon to be changed to use it, i.e. it can be used on top of these, which
means that in transit normal SMTP will be used.

2.3 Secret

Secret e-mail is, for the purpose of this research, related to e-mail submission
and retrieval. For secret e-mail this needs to happen in a hidden or covert
manner.

2.3.1 I2P-Bote

I2P-Bote [8] is a e-mail system that uses the peer-to-peer I2P overlay net-
work. It is designed to protect the privacy of its users. This is achieved by
using end-to-end encryption and allowing mail relays with variable delays.
As I2P is a peer-to-peer overlay network, for I2P-Bote this means that there
is no centralized entity that is able to correlate enough data to determine
which parties are talking to each other. [24]

The main disadvantage of I2P-Bote is the need to use an overlay network,
instead of the normally used network. This means that it will only be very
effective if everyone starts using this overlay network. Another disadvantage
is that it does not work in combination with existing e-mail services, which
might slow down adoption by the general public.

2.3.2 OnionMail

OnionMail [15] uses the Tor [21] network in combination with SMTP servers,
both inside and outside the tor network, to provide secret e-mail. The effect
is that the IP address of the sender is hidden from the receiver. On top of
this OnionMail also removes unnecessary header information.

However, OnionMail is not very well documented and it is not stated
how this protection is achieved. OnionMail requires its users to connect to
it via Tor, which is a disadvantage as long as not everyone is using Tor. At
the moment the usage of Tor has a bad name, and people can be identified
using Tor when they are the only one doing so on the network. [22]

2.3.3 Webmail

Many of the major e-mail providers offer a webmail interface, where the
client can connect using a HTTPS connection to the server. This has the
result that there is no SMTP traffic to and from the end user, just "normal”
web browsing traffic.

The disadvantage of most current webmail implementations for secret
e-mail submission and retrieval is that often the only purpose of the server
is allowing e-mail related transactions. This means that even though the
traffic itself cannot be recognized as e-mail traffic, the connection can be
identified as transporting e-mail traffic.



2.4 Private

During this research private e-mail is defined as e-mail that is anonymous to
everyone other than the sender and receiver. A lot of research has already
been conducted in the field of anonymizing e-mail, from theoretical ways
using mixes [2] up to different implementations, such as Mixmaster and
Mixminion.

2.4.1 Mixmaster

Mixmaster [11] is both the name of the type II remailer protocol and
the most popular implementation of this protocol. The remailer protocols
are described in RFCs and give a design for anonymous remailer systems.
These systems aim to provide a method of sending e-mail anonymously or
pseudonymously.

This is achieved by splitting the content of a e-mail message into pieces,
and send these independent from each other through the Mixmaster remailer
network. It is required that each piece ends at the same final remailer where
it message can be reassembled and send to the intended recipient. Each of
the pieces is encrypted so that every remailer on its path can decrypt only
enough information to send it to the next remailer [13].

Disadvantages of Mixmaster are that it is very difficult to set up, it
is not possible to reply to e-mail, and there is a high chance that during
transport the e-mail gets lost somewhere [14].

2.4.2 Mixminion

Mixminion [12] is a message based remailer protocol. It builds on the
Mixmaster protocol and has solved several of the issues given above. The
Mixminion design provides forward anonymity by using TLS [3].

The Mixminion protocol does not use SMTP in between servers, which
makes implementation on top of the existing infrastructure difficult. An-
other issue is that currently the network is too small to be able to be used
and the project is not actively being developed since 2013 [12] [14].



3. Methodology

For the first two subquestions a literary study has been conducted. In order
to answer the first question, definitions were formulated based on literature
for secure, secret and private as used in the question. Next, these concepts
were related to e-mail.

In order to answer the second question of this research, several imple-
mentations for secure, secret, and private e-mail have been compared. The
compared system were also tested to the defined requirements. All gaps
that exist between the current implementations and the needed require-
ments were documented.

Thirdly, solutions for the found gaps were designed. The system archi-
tecture enhancements proposed by the solutions is mostly based on previous
research, but some new solutions were defined. All the enhancements to-
gether are included in a new system design.

Next, an overview of the proposed design is given. After this the the-
oretical feasibility of implementing the proposed design was determined.
Lastly, some use cases for the proposed system were defined and described.
This was done by looking at the major parties involved in sending e-mail
messages, and determining what normal use cases are for these parties.

Combining the answers of the sub-research questions lead to an answer
of the main research question.

Below in table 3.1 a quick overview is given:

Table 3.1: Overview of methodology

Research

Question | Methodology Expected result Chapter

1 literary research requirements for the three aspects 4
description of existing systems and

2 literary research their disadvantages 5

3 combining results | solution to the disadvantages 6

4 combining results | feasibility of implementing the system | 8

10



4. Requirements

In this section the first subquestion will be investigated: What are the
requirements for secure, secret, and private e-mail? This will be done by
looking at the three aspects separately. For each of these a definition will
be given, followed by what is theoretically required in e-mail to guarantee
it.

4.1 Secure

Secure is a very broad term and it is even used to encompass all three
aspects mentioned in this section. For the purpose of this research, e-mail
will be considered secure when both the content and the subject of messages
are protected even when assuming all traffic is monitored and not all servers
can be trusted.

To protect the content and the subject of e-mail messages encryption
can be used. The encryption needs to be end-to-end, this means that any
sender is able to encrypt a message, but only the receiver can decrypt it.
This can be achieved by using asymmetric encryption in combination with
public and private keys.

Another preferred characteristic of the chosen encryption should be Per-
fect Forward Secrecy (PFS). PFS means that the message is encrypted in
such a manner that it cannot be decrypted by an adversary even if the
private keys of the sender and receiver get compromised at a later time.

4.2 Secret

For the purpose of this research, secret is defined as hidden from observers.
More specifically it is hidden that an e-mail message is submitted to or
retrieved from a mail server by a specific user. While the e-mail message is
within the system it is not secret, as here only servers communicate with
each other, therefore the sender and receiver are not present. Instead, dur-
ing that phase, the message must be both secure and private. The aspects
of e-mail submission and retrieval that can be hidden are the purpose of
the traffic and both the origin and destination of the traffic.

It should be noted that in the case the mail server is compromised, the
secrecy is broken by default. This is because the submission is a shared
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secret of the sender and the mail server, and the retrieval is a shared secret
of the mail server and the recipient.

The purpose of secret e-mail is to allow people that are under surveil-
lance to send and receive e-mail messages, without this being known to the
surveilling party. This means that the secret aspect is not needed for every
user of the system, but only for those that require an extra layer of security.
Other users could just use both the secure and private aspect in order to
hide the content of their conversation as well as the parties involved in the
conversation, but not the fact that they are having a conversation.

SMTP does not allow for this, as messages are submitted and retrieved
using the normal internet with known protocol that are only used for this
purpose. This means that either the protocol has to be circumvented or the
fact that the protocol is used has to be hidden, to hide the purpose, and
that an anonymizing overlay network should be used to hide the origin and
destination of the traffic.

Circumvention of the protocol can be achieved by accepting a different
and hidable method of submission to the server. This can be done by for
example making it look like a normal HTTPS over TLS connection. If
the data transmission from client to server and back is similar to normal
HTTPS traffic, it can not be deduced e-mail was submitted or retrieved
over this connection.

Hiding that SMTP is used by a specific user, could be achieved by using
overlay networks, such as Tor and I2P. This does not hide the fact that
there is mail traffic between the mail server and the overlay network, but
the end user is identifiable as being the origin of the e-mail message - this
needs to be guaranteed by the overlay network. This means that mail traffic
cannot realistically be linked to the actual sender or receiver.

Another way of hiding that SMTP is used by a specific user, is routing
traffic through a VPN tunnel to the e-mail server. When doing this, it is
important to use this VPN connection for both e-mail related traffic and
other internet traffic. Otherwise the presence of the VPN connection itself
implies e-mail is being sent or received.

4.3 Private

For the purpose of this research private is defined as the only entities that
know both the sender and the receiver of an e-mail message are exactly
these two entities. This means that it is still considered private when the
mail server that the sender or receiver directly communicates with, knows
a message was send or received by that specific user. All other servers must
not be able to know or deduct who the sender and/or receiver are, but they
may know which servers are exchanging messages.

To guarantee privacy both the sender and the receiver need to be able to
verify the identity of each other. This can be achieved by using signatures.

This combined means that e-mail messages are private and anonymous
while in transit, but while in the hands of the sender or the receiver the
messages are not anonymous anymore.

12



As an e-mail message in transit must be private all metadata that could
be used to break the privacy, needs to be removed. For this research the
following meta information is considered to break privacy:

e Information directly connected to sender or receiver

— IP address
— E-mail address

— Signature or certificate
e relation between incoming and outgoing messages on servers

— content
— timing
— ratio
A problem that is created with private e-mail is that spam detection
by servers becomes more difficult. When the service truly anonymizes the
e-mail messages, any malicious entity could use the system to send spam

messages. The proposed mail service should gracefully stop spam in a reli-
able manner, in order to not get the service blacklisted by other parties.

13



5. Available systems

In the previous section the requirements for secure, secret, and private e-
mail communication are given. Current implementations, such as the ones
given in section 2, do not implement all of these requirements. In this section
the currently available systems will be compared to the requirements and
all gaps found will be documented.

5.1 Secure

As mentioned in section 4.1 both end-to-end encryption and Perfect Forward
Secrecy (PFS) are needed for secure e-mail. There are two main methods
in use today that provide end-to-end encryption of the content of an e-mail
message: OpenPGP and S/MIME [23]. However, both these methods do
not provide PFS.

For PFS only opmsg, as described in section 2.2.3, was found to provide
it for e-mail messages. Opmsg has not become popular as of yet, and the
user base is therefore quite small.

In practice the current state of encryption is up to the task of securing e-
mail messages, it just has to be implemented correctly. The main issue with
end-to-end encryption and PFS is the need for a scalable Key Distribution
System (KDS) that anyone can use anonymously.

For PFS there are workarounds for the required KDS, e.g. sending the
next keys needed to reply to a message signed and encrypted in the previous
message. The initial problem of exchanging keys, however, still stands.

Another issue with providing end-to-end encryption and PFS is that
non-technical users need to be able to easily use it. This means that the
key management, which is required for both end-to-end encryption and
PFS, needs to happen without the user having to worry about it.

When users use a dedicated e-mail client this is not really a problem as
the key can then be stored on disk and the software can be verified. For
webmail this is, however, not possible. A solution for webmail would be to
use a plug-in that handles the keys and the encryption, both Google and
Yahoo are currently developing a plug-in like this [6].

In summary, the major gap in providing secure e-mail is the lack of
a scalable KDS in combination with the lack of available and easy to use
client software.

14



5.2 Secret

For secret e-mail the submission and retrieval of messages has to be hidden
from an observer, as mentioned in section 4.2. Two methods to achieve
secret e-mail submission and retrieval are: Circumventing use of SMTP
and hiding that a specific user is using SMTP.

An example of circumventing the SMTP protocol, as described in section
4.2, is by using an HTTPS connection. For this to work properly and really
hide the e-mail traffic, normal HTTPS traffic with similar characteristics
needs to be present as well.

The main issue with this, or similar solutions, is that the end point
can be put under surveillance. This means that all traffic to and form this
(mail) server will be made suspicious. In extreme cases the server can also
be forced, e.g. via court orders, to disclose which connections were e-mail
related and which were not.

Hiding that a specific user is using SMTP, can be achieved by using
a anonymizing overlay network, as described in section 4.2. Using these
networks only really anonymizes the users, when enough people use it.

This is caused by the fact that the anonymizing factor is that traffic is
bounced around between many users, in order to mask which user is doing
what. If not many users are present, this might be breakable by someone
being able to monitor enough of the network.

In summary, hiding the purpose and origin of traffic is what is required
for secret e-mail. The two main ways of doing is this is using an encrypted
connection to hide the purpose and using an anonymizing overlay network
to hide the origin. For both of these many implementations exist, such as
VPN solutions and Tor respectively.

5.3 Private

For an e-mail message to be private, as defined in section 4.3, only the sender
and receiver of the message should be aware of who the other is. In order to
achieve this, metadata that breaks this privacy needs to be removed. The
following metadata has been identified: Information directly connected to
sender or receiver, such as IP and e-mail address; and relation between
incoming and outgoing messages on servers, such as content, timing, and
ratio.

A lot of research has already been performed on how to anonymize e-
mail messages using remailers, such as Mixmaster and Mixminion. Both
these remailers describe how the metadata can be removed in order to fully
anonymize messages. The purpose of this research is not to create fully
anonymous e-mail, but to make it so only the sender and receiver are aware
of the other. However, it is more feasible to create fully anonymous e-mail
and then sign the message before all encryption steps. By signing before
the encryption takes place, the signature will only be visible to the recipient
once he has decrypted the e-mail message, so the identity of the sender is
still hidden.

15



There are several issues that exist for both remailers. A more detailed
look at the issues of Mixmaster, as described in [5], is given below:

Client knowledge of available servers For Mixminion to work, e-mail
messages are send from one server to another server. The client decided the
order in which the servers are traversed in combination with which servers
are used. This means that if an adversary can make sure only a certain user
knows about a server, and this server is used, the adversary can conclude
the user is sending an e-mail message.

More extended information can also be gathered by for example making
sure the client only knows compromised servers. The entire path of any e-
mail message can then be tracked breaking the privacy of the conversation.

Subpoena attack In essence the subpoena attack works by either pas-
sively or actively gathering possibly encrypted e-mail messages. At a later
time the service provider can be compelled by a subpoena to provide rela-
tion between incoming and outgoing e-mail messages. An example of how
this could work is, when a government agency is surveilling a specific person,
and sees an e-mail message is sent in an encrypted manner, this message
can be copied. Then after it reaches the first server, all outgoing messages
in combination with their destination can be recorded.

For this method to work, the surveilling entity will have to be able
to record all messages within the network that is used by the two people
sending messages. In practice this network can change for different messages
from the same people, therefore the surveilling entity needs to basically
record all messages that are being send, which is difficult only when the
network is big enough.

Once the messages are gathered, the e-mail service providers can be
compelled to recalculate the relation between the ingoing and the outgoing
message under investigation. The difficulty of obtaining the subpoena is
different for different legislations, but it is a possible attack vector on the
existing system.

Expiration date partitioning In order to protect against e-mail mes-
sages being replayed by an adversary, Mixmaster added a date to the mes-
sage format. This date is not the exact date of sending, but within a range
of three days before or after the sending time.

This, however, opens for an attack where an adversary delays certain
e-mail messages for some time. This time should not be too long as then
the messages get discarded by the next server as being replayed, but the
uniformity in the date of the messages is broken by delaying some messages.

This means that for example all of the messages except target messages
get delayed by a malicious server. When the messages pass a normal server
nothing special happens, but if the messages after a normal server end up
at a malicious server again with a future time, it can be deducted that these
are either new messages from the normal server, or the targeted messages.

16



This attack requires adversaries to be in control of multiple servers, so
the likelihood is not very high. The impact of the attack is, however, rather
high as it can be used to de-anonymize people.

Tagging attack Tagging attacks can be used to identify e-mail messages
over multiple servers, and decryption steps. The attack can happen on
either the headers, or the payload in Mixmaster. All headers contain a
hash, but this only encompasses the content of that specific header itself.
This means that some bits can be flipped in a later header, and if this
happens to be the header corresponding to a malicious server, the message
can be recognized and identified.

Another possibility is to tag the payload by flipping some bits there. As
the hash does not contain any information on the payload, it can not protect
against this form of attack. Malicious servers can then try to identify the
changed payload and link it to the corresponding message, again to de-
anonymize people.

The four attacks described here have been solved in Mixminion as de-
scribed in [5]. For both the subpoena attack, and the expiration date attack
a solution is to have a frequent key rollover, in combination with removing
the date altogether. This means that the server will be unable to interpret
an old message after a key rollover has taken place.

The tagging attacks can be resolved by making the hash include all
headers and the payload. This has the result that if a tag is placed the hash
will be incorrect, and the message can therefore be marked as insecure.

Solving the client knowledge attack is more difficult as it requires a way
that client can be sure they have the same knowledge as other clients have.
In order to achieve this, some form of directory server system needs to
exist that can guarantee clients have the same view of the network. This
system will also have to be distributed so an adversary cannot just abuse
this system to execute the client knowledge attack.

These solutions could also be implemented on top of SMTP, as these
have nothing to do with the way e-mail is transported between servers. The
advantage of running the system on top of SMTP is that currently SMTP
is the major, or even only, protocol used for e-mail transmission.

Another issue, as stated in section 4.3, is spam. The current solutions,
Mixmaster and Mixminion, resolve this by allowing recipients to opt-out of
receiving e-mail messages from the service. While this works as a detergent
for spam senders to use the service, it would not work when the system is
the most used way for sending e-mail.
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6. Solutions

In this section possible solutions for the issues found in section 5 will be
given in order to answer the third research question question: What system
architecture enhancements can be provided to these solutions to fill these
gaps?. This will again be done by addressing the three aspects of trusted
e-mail in the respective order: Secure, Secret, and Private.

6.1 Secure

There are no real gaps between requirements and available solutions in
terms of secure e-mail. The only real issues for it are the Key Distribution
System (KDS) and lack of available easy to use client software, as described
in section 5.1.

Both these issues fall outside of the scope of this research. It should,
however, be noted that both Google and Yahoo are working on both issues
in order to provide secure end-to-end encrypted e-mail.

The Perfect Forward Secrecy (PFS) is not included in this, but once the
KDS is in place, it should be trivial to support a form of PFS, e.g. as done
by opmsg.

In order for these issues to be solved it is important that people, as in
(potential) customers, want the security features for their e-mail messages.
When this is the case, solving the issues will become a market opportunity
and advertisement material. Which makes implementing the features a
profitable investment for the companies that provide e-mail services.

It should be noted that to support activists or other people that need
a secure way of communication, public adoption is not mandatory. The
system will work as well without the scalable KDS. Users will just have to
exchange keys out of band, which might even be preferable for people under
surveillance if a scalable KDS did exist.

6.2 Secret

For secret e-mail to be possible, it has to be hidden that a specific user
is sending e-mail messages. To a smaller extend it can also be hidden by
circumventing the SMTP protocol and using for example HTTPS.
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This solution is, however, not perfect, because in the end the mail server
will always know which entity connected to it to send e-mail as anonymous
e-mail is not just accepted. The identity of the entity is not only the account
name that send the e-mail, but also the connected IP-address. This means
that under legal pressure, this information might need to be revealed. Even
though servers can decide not to gather and store this information, the end
user will have to fully trust the provider on this.

In case the server is not aware which IP-address is actually in control of
the connection, only the account could be given under legal pressure. This
means that for truly secret e-mail an overlay network that really anonymizes
its users needs to be used. This network also needs to support multiple use
cases next to e-mail, to not give away information based on being connected
to the network.

At this moment, networks like this exist, e.g. Tor. These networks are,
however, not used everywhere, which decreases their anonymizing potential.
Furthermore, Tor has a bad name, and this will need to somehow be changed
for it to gain a big user base.

Everything needed for truly secret e-mail exists, e.g. webmail on a server
with multiple purposes via an anonymizing overlay network. It is, however,
not possible to actively use it without drawing suspicion, as the use of
anonymizing overlay networks themselves put people under investigation
and suspicion. For this to change, public opinion will have to support
anonymizing networks, despite the fact that these can be used for criminal
activities.

6.3 Private

As mentioned before, a lot of research has been done in the field of anony-
mous e-mail. The solutions found for this can be directly used, as well
as improvements on these solutions. The basis of most of the solutions
are mixes as first introduced in [2]. There are several ways these mixes
can be used to hide the relation between incoming and outgoing messages.
The main ways that are implemented for e-mail anonymizing systems are
described in [20].

The distinction is made between simple mixes and pool mixes. The first
is either a threshold mix, which forwards its messages after receiving more
than the set threshold, or a timed mix, which forwards its messages every x
amount of time. Pool mixes add a pool to these option, this means that all
messages that come in enter the pool and at the moment the server forwards
its messages a random selection of messages in the pool is send depending
on a threshold and/or time as well.

There are some newer mix designs that improve the anonymity pro-
vided as described in [10]: Multi-Binomial Shared-Pool Mix (MBSP Mix)
and Multi-Binomial Independent-Pool Mix (MBIP Mix). Both of these
methods are binomial mixes, which work as follows: All incoming messages
are placed in a message pool, from this pool messages are selected by a
binomial function. This function can be seen as flipping a biased coin for
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each message, and this coin flip decides whether the message stays in the
pool or is moved to the outgoing pool. The bias depend on the binomial
function.

For MBSP Mix all messages are still placed in one incoming pool, but
there are multiple binomial functions to decide the bias of the coin flip.
For every batch one of the functions is selected at random, and applied.
The main advantage of this, is that the correlation between incoming and
outgoing messages, can not be predicted, as it is not know which binomial
function was chosen, and what the dependencies of this function are.

For MBIP Mix there are multiple pools for incoming messages instead
and each pool has one dedicated binomial function to decide the bias of the
coin flip. The messages are divided over the different pools in a manner
unknown to an external adversary. The fact that each pool has its own bias
function, has the advantage every channel can have a different delay.

For the purpose of an e-mail forwarding mix, it should not be possible
to indicate which type of delay is preferred. Instead the mix should pick a
pool at random for each incoming message, this means that the difference
in latency is not utilized to achieve a multiple purpose mix, but to decrease
the predictability of the relation between incoming and outgoing messages.

Both MBSP Mix and MBIP Mix anonymize messages to a greater extend
than previously designed systems. If a new better mix algorithm would be
designed, it is also easy to integrate it into both of these designs, as they are
already build on combining existing solutions to obfuscate relations between
incoming and outgoing messages.

The existing attacks on mix systems mostly depend on either being able
to predict relations or on being able to empty pool of legitimate messages.
Both these aspects are more difficult to perform against MBSP Mix and
MBIP Mix. Therefore new attacks will have to be developed, or existing
attacks will have to be adapted.

Another aspect for known attacks is the number of users in relation to
the number of messages in the system, and more specifically in a pool on
the mail server. The strength of the network is highly dependent on this
relation, the more possible users per message the better the system will
work.

To achieve privacy, on top of the proposed anonymous e-mail service the
message needs to be signed. In subsection 6.3.1 more details will be given
about where signatures are needed, and of what kind in order to also be to
counter spam as well as achieve privacy.

The main issues with achieving privacy as described in this section are:
the lack of a directory server system that makes sure a users have the same
view of the topology of the network and the lack of many users in its early
stages.

Of these the first is a technological difficulty, and the second is a public
opinion issue. This makes it that in practice the second issue will either
solve itself, or be near impossible to change. Both are outside of the scope
of this research.
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6.3.1 Spam

To solve the issue of malicious users abusing the e-mail service for spam
several measures can be taken. None of these is perfect in preventing spam,
but all of them make the process more time consuming and less reusable.

First of all, profiling can be done on the sender by the submission server.
If the behavior all of a sudden changes, this can be used as indication and
for example rate limiting can be applied.

Another measure is to do filtering on the last mail server. All e-mail
messages send through the proposed service, will have a specific format,
containing random ASCII characters. In case the message contains plain-
text the server can conclude something is wrong, and apply its normal spam
filtering.

It is also possible to require the end-to-end encrypted message to be
signed using the public key of the recipient and to mark messages send
through the service with a header. This way the last server can verify the
signature made with the public key of the recipient when it encounters the
header. If an invalid signature is found, the server can drop the message.

On top of this the unencrypted message needs to also be signed by the
sender. In the case this signature is missing, the message can also be moved
to the spam folder after being decrypted by the receiver. This means that
a valid private key needs to be used to send the message. When a user then
sends spam messages, this user can be reported and flagged in the KDS,
so when the next e-mail is submitted the identity can be rejected by the
submission server.

This combined means that any spam would have to be targeted at a
specific person. The message would then have to be encrypted and signed
with the public key of the recipient and send through the mail service. This
means that the message cannot be send to multiple recipients at once, but
will have to be re-encrypted and resigned for every target recipient.
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7. System

In this section the proposed system will be given. This will be done by
describing how an e-mail messages traverses the system from sender to
receiver. This is done to combine the solutions given in section 6 and does
not answer a research question by itself.

7.1 Sender

The sender of the e-mail message has to start with writing the message.
Next to this the recipient e-mail address and public key needs to be known
and possibly imported from a trusted Key Distribution System (KDS).

The sender then signs the unencrypted message with his private key.
This makes sure that the recipient can verify the receiver, and when this
signature is missing the e-mail is more likely to be spam. The combination
of the message and this signature needs to have a fixed size. if the size of
messages is allowed to be different, messages in the system can be identified
by their size, which breaks the private aspect of the system. Next, the
message is encrypted with the public key of the recipient. This encryption
should provide Perfect Forward Secrecy (PFS) and creates the end-to-end
protection for the content of the message. Then the encrypted e-mail is
signed with the public key of the recipient. The purpose of this signature
is to enable spam filtering on the server side, which will be described in the
next subsection.

/ Encrypted previous server\
Encrypted last server

Encrypted +

Unencrypted
Message +
Signature
Sender

Signature Recipient

2 /

Figure 7.1: Content Encryption
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The sender then picks a chain of mail servers that the message will use
in order to arrive at the recipient. To be able pick these server, a complete
list of the network should be retrieved in a secure and trusted way, e.g.
using a directory service. The assumption is made for the purpose of this
design that this is possible for the sender.

After the sender has chosen the chain of servers, the message will be
encrypted for each server, and a header will be added for each step. The
above described message is first encrypted for the last server and an en-
crypted header is added containing the information to reach the next step
in the chain. This process is repeated for each consecutive server up to the
first server.

Lastly, the sender submits the message to the first server of the chain.

7.2 Server

Each server along the chain decrypts the message with its private key, and
forwards it to the next step in the chain. The servers make sure that there
is no perceivable relation between incoming and outgoing messages. Before
the message is forwarded, a new random header is added at the bottom of
the header list in order to keep the number of headers constant. The header
also contains a hash of the message so it can be verified the message has
not been tampered with.

The relation is between incoming and outgoing messages broken by
implementing either a Multi-Binomial Shared-Pool Mix (MBSP Mix) or
Multi-Binomial Independent-Pool Mix (MBIP Mix) mix mail server. Both
of these, when implemented correctly, make sure that it is not possible to
match the incoming message with the related outgoing message.

On the last server the message will get delivered to the mail box of the
recipient. In order to do this some extra steps are taken. First of all, the
message is decrypted as normal. Next, the signature on the end-to-end
encrypted message is verified. When the signature is correct the message is
delivered to the mail box, otherwise it is dropped. This last step will stop
easy abuse of this system for spam messages. Each message will have to be
signed with the public key of the recipient, which makes it more resource
intensive to send spam messages.

Next to forwarding legitimate e-mail messages, mail servers can also cre-
ate dummy messages. These message are used to fill the network, and make
it more difficult to trace any particular message. An extra implementation
with these dummy messages is to make sure that the dummy message ends
up at the sending server after a few hops. This can enable the server to
notice it is under attack, or links are broken, if all of a sudden the dummy
messages disappear. This is described in more detail as a Red-Green-Black
Mix in [4].
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7.3 Receiver

Once the message is received it needs to be decrypted using the private key
of the recipient. When this decryption is done, the signature of the sender
needs to be verified. In case this signature is missing the message should
be moved to the spam folder.

In order to reply the recipient will have to create its own message with
the previous sender as recipient. This is to allow for a different path of
servers to be in between the sender and receiver on the return path.
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8. [Feasibility

In this section the fourth subquestion, What is the feasibility of implement-
ing these system architecture enhancements?, will be addressed. This is
done by discussing the feasibility of each of the aspects, followed by a gen-
eral answer.

8.1 Secure

Both issues as described in section 6.1 can be solved by an implementation.
The easy to use client software is a matter of making an easy to use user
interface, which is certainly possible. Implementing the Key Distribution
System (KDS) in a scalable and easy to use manner is more difficult. This
is, however, a current project of both Yahoo and Google.

8.2 Secret

From a technological point of view, secret e-mail is already possible. The
only shortcoming is broad user adoption of the tools needed, such as overlay
networks, and offering webmail services that share network resources with
other purposes that generate similar traffic. The latter can be implemented
by any e-mail provider that has a webmail client by also hosting a website,
such as a forum, on the same IP-address.

8.3 Private

The anonymous aspect of the private e-mail messages is the most difficult
part. The server and network properties have been designed academically,
but not been implemented yet. This implementation will need to be easy
to deploy and adopt on top of current systems, which will make it difficult
to implement.

8.4 General

All in all implementing secure, secret, and private e-mail communication
software for both the server and the client is feasible, whether it will be

25



adopted by the public is a different matter entirely, and can not be pre-
dicted.

Furthermore, what is proposed are not so much system enhancements
as components gathered from different systems to be combined into a new
more sound system.
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9. Use Cases

In this section several use cases for secure, secret, and private e-mail commu-
nication will be given. The use cases discussed in order are: communication
between companies, and between individuals. For both of these entities with
a previous relation and without any existing relation will be discussed.

9.1 Companies

In the case, two companies have an existing relation and employees ex-
change sensitive information via e-mail messages, these messages should be
protected against eavesdropping. With existing solutions it is possible for
employees to encrypt messages for the recipient, but this happens on the
client side. In addition, this encryption does not extent to the subject of
the message, or the participants of the conversation.

These three aspects can be achieved by letting employees submit e-mail
messages to the local mail server as normal. On the mail server the messages
can be encapsulated into a generic message between the two companies. The
content of the generic message is the complete original message in encrypted
form. This encryption is done on the server of the sender, and it is decrypted
on the server of the receiver, and delivered as if the decrypted message was
normally received.

As an example say employee A of company B and employee C of com-
pany D want to exchange secure e-mail. In the current system a message
could be send from A@QB.org to CQD.org, but on the network layer it would
be possible to see that A is communicating with C and what the subject of
their e-mail message is.

It is possible to change this so both end users do and see exactly the
same, but now the mail servers change the message send between them.
Company B would encrypt the message and send it as mail@B.org to
mail@D.org, company D would then decrypt the message and forward it
to employee C.

Providing this service to employees can be valuable to better secure
company secrets. Another aspect it provides is a way of communication
between two highly placed employees, e.g. CEQ’s, without this possibly
being known to outside entities based one-mail traffic.

In the case the companies also want to hide that they are communicat-
ing in general, the decision can be made to use the proposed mail service

27



between the mail servers of the companies.

The main advantage for companies is that they do not have to distribute
keys or certificates to all of their employees. Instead companies only need
to exchange public keys with each other in a secure and verified manner.

9.2 E-mail providers

A special case of two companies building this system, is when both are e-
mail providers. In this case they can offer secure and private e-mail to its
users towards the other company.

The in transit protection of the e-mail messages could be protected by
TLS when the companies enforce a policy to not exchange messages if Start-
TLS is not successful. The advantage of implementing the proposed system,
even if only partly, is that the data at rest at intermediate servers is pro-
tected against anyone but the targeted recipient company.

Furthermore, it will allow users to set up ”secure e-mail channels” by
making a chain of many e-mail addresses from different providers that auto-
matically forward messages to a next account. When the messages in transit
are guanateed to be protected, this would result in a multiple court orders
to get to the next step in the channel. When while setting this channel
up, different legislative areas are chosen, doing this can be a cumbersome
activity, at will make it way more expensive time wise to follow the trail.
It should be noted, that this is most likely only true for the first use of the
channel, because once it has been figured out, the next use of the channel
can be assumed to lead to the same target.

Next to this, if e-mail providers decide to partly implement this, it will
be easier to build on top of this and make ”virtual” mail servers that as
connection to the internet only have one or more e-mail addresses, and
performs the decryption and forwarding steps with the messages it receives.

This method will also make it more difficult to take down the system, as
it is hidden behind an e-mail address that can easily be replaced. The real
server will have to retrieve the messages send to its e-mail addresses some-
how, but this could be done via anonymizing overlay networks to obfuscate
the link to the server.

9.3 Individuals

There are many cases where individuals would want to communicate, while
being sure noone else could listen in to the conversation. The main examples
used are either criminals or political dissidents. This means that there is an
ethical debate here in whether a completely private form of communication
is even wanted.

To fully address this ethical debate, different study would have to be
conducted with this as main purpose. The main sides are that for the
political landscape to evolve in any way, new ideas need to be able to be
freely exchanged with like minded individuals.
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For criminal the designed system will, of course, be beneficial. This does
not mean that anything is standing in the way of said criminal to create such
a system themselves and thereby protecting them against eavesdropping by
state agencies or different entities.

Different use cases for communication between individuals could also be
more innocent like a normal conversation between people that are aware
of their privacy and want to be sure to stay private. This could range
anywhere from between family to between state leaders.

Allin all, it is important governments make a decision in whether to sup-
port private communication or oppose it. This decision should be defended
towards their population and in the case the majority people disagree, dur-
ing a future election a party can be chosen that moves in the other direction.
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10. Conclusion

To be able to answer the research question, first all three aspects, secure,
secret, and private, will be summarized in short. After this the aspects will
be combined in an answer to the general question.

10.1 Secure

Secure e-mail is defined as e-mail for which both the content and the subject
is guaranteed to be unable to be understood even when the message is seen
by an adversary while in transit. This can be achieved by providing end-to-
end encryption, for more protection the encryption should also be provided
with Perfect Forward Secrecy (PFS).

Currently there are systems, e.g. opmsg, that provide end-to-end en-
cryption with PFS. The main standing issues with providing this, is that
there is no easy to use Key Distribution System (KDS) freely available. The
systems that exist now, such as Certificate Authorities, could fill this role,
but are not easy to use and free. Research is also being conducted to create
a new type of KDS that is both easy to use and cheaply available.

This means that implementing secure e-mail communication is mainly a
matter of creating an easy to use client, or browser plugin for webmail, that
handles the technical aspects, and either using an existing KDS or waiting
for a newly designed version.

10.2 Secret

Secret e-mail is achieved by providing a way to submit and retrieve e-mail
from mail servers in a hidden and covert manner. This means that an
observer will be unable to know with certainty that a person has either
send or retrieved e-mail.

This secrecy is not included in the existing Simple Mail Transfer Protocol
(SMTP), and therefore it will have to be provided using a different protocol.
In theory any encrypted channel, such as a TLS or VPN connection, to the
mail server that has a different purpose will suffice to provide secrecy at
least partly.

On top of this an anonymizing network, such as Tor and 12P, can provide
even more anonymity. However, this is only the case when many people use
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these networks. If very little people use them it works counter productive,
as users will stand out instead of be hidden.

Providing secret e-mail is possible right now, as the anonymizing net-
works exist and giving a server multiple purposes is also possible. To become
fully operational many more people will have to start using an anonimyzing
overlay network and mail providers will need to have an incentive to give
multiple different purposes to their mail servers.

10.3 Private

E-mail is private when the only parties that are aware who both the sender
and the receiver are, are exactly the sender and the receiver. This means
that while in transit the e-mail is anonymous, but once it has arrived the
identity of the sender can be verified.

The available systems use mixes in order to anonymize the e-mail and
some of the proposed mix systems, such as Multi-Binomial Shared-Pool
Mix (MBSP Mix) and Multi-Binomial Independent-Pool Mix (MBIP Mix),
suffice for the purpose of anonymous e-mail. The main unsolved issue is
to design a way that both servers and clients can gain knowledge of what
servers are part of the mix network. This system needs to be designed in
such a way that an adversary cannot force people to only use certain server
that they control, instead of all servers.

Several solutions to filter spam have been found. The main principal to
reduce spam is that all messages that are not encrypted and signed with
the public key of the recipient, should not be delivered to the mail address
of that recipient. This means that a single spam message cannot be send to
multiple people using the system, but the message will have to be encrypted
and signed for each individual e-mail address.

The feasibility of implementing private e-mail is debatable. On a techno-
logical level only the directory service for the mix network is really needed,
but on a practical level many mail servers will have to start running different
software or software extensions. This means that until either companies or
a large group of people have found a reason to provide this service to many
users, it will be very difficult to achieve. At the same time the new system
will have to be adopted by many users, to be able to fully anonymize its
users.

10.4 General

The proposed system uses several aspects of existing implementations or
research to be able to provide secure, secret, and private e-mail communi-
cation.

On a technological level there are only several components left to be
designed to be able to provide a secure, secret, and private method for e-
mail communication. These issues are: KDS and secure directory service.
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Next to this some implementation have to be created, but the theoretical
background already exists.

However, on a society level a lot has to change for secure, secret, and
private e-mail to become commonplace. First of all, the public has to de-
mand this service an mass from both companies and governments. The
other option is for companies or governments to want to provide it to the
public for their own reasons, and make it the default without the user ac-
tually noticing. There are several use cases that could help the adoption of
the proposed system, such as inter-company implementations.
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11. Future Work

Future work building on this research on a practical level is to implement the
needed systems: e-mail server, directory server, KDS, and client software.
All of these need to be easy to use and deploy, to have a fighting chance in
the real world.

Next to the practical level, there are also possibilities on an academic
level. These are, however, not technical. Examples of academic research
could be to investigate how the people perceives e-mail security and privacy,
and find ways to better educate them. Other than this it is also valuable
to look into the public opinion of people about what role companies play in
this.

Lastly, research into the market value for companies to implement sys-
tems as described in this paper would be of huge value. If the outcome of a
such research is that it profitable to implement the proposed systems, this
could meant that companies will try to make money by implementing it,
and thus convince people to use their systems because of the added value.
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