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ABSTRACT

ThispaperexaminesresearchmethodsfordesigningandengineeringaBusinessInformationSecurity
(BIS)artefact.Preventingandrespondingtocybercrimeisbecominganintegralpartofmanagement
practiceswhicharesupervisedbytheBoardofDirectors(BoD),anditcannolongerbeperceivedas
justtraditionalIT.Inordertoimprovethematurityofbusinessinformationsecurityatransformation
isneededandthisrequiresadequatereportinganddashboarding.Dashboardfunctionssuchasthe
currentversus thedesiredstateof theMaturityofBusinessInformationSecurity(MBIS)reflect
certainparametersthatboardscaninfluence.Determiningthekeydashboardfunctionsthatreflect
theseparametersofcontrolwasthemainmotivationforthisresearchpaperandtheultimategoalwas
toengineeraBISartefact.Weproposearesearchanddesignmethodthatcouldbeusedtoestablish
anexperimentaldashboardwithinitialparametersofcontrolbasedonaGroupSupportSystem(GSS)
approach.Finally,GSSisevaluatedasamethodfora)examiningwhichparametersareeffectivefor
BIS,frommultipleperspectivesandb)helpingtoimplementtheartefact(makeitfitthepurpose)as
wellastheassociatedbusinessalignmentanddecision-making.
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INTROdUCTION

Information Security is now a strategic issue for business leaders and several institutions and
communities have launched numerous initiatives to encourage business leaders to ensure good
stewardshipinthisarea(WEF,2015).Theassociatedcomplianceobligationsandtheincreasein
securitybreacheshavemademanybusinessleadersawareofitsimpactonthebusinesscontinuity
(Cashwell,Jackson,Jickling,&Webel,2004),civilandlegalliabilities(Fox-IT,2011)reputation
(Walshetal.,2009;Peters,2012),employabilityandfinancialposition(Ishiguroetal.,2011;Cavusoglu
etal.,2002).ThisiswhyVonSolms(2009)hasarguedthatInformationSecurityManagement(ISM)
ispartofInformationSecurityGovernance(ISG).TheITGovernanceInstitute(ITGI)statesthat
ownershipofdataand its informationrisksare theresponsibilityofbusinessesand theirowners
(ITGI,2005)aswellastheITdepartment(Solms,2005).TheITdepartmentmightownthephysical
hardwareandsoftwareassets,butnotthedata.Todefinesecurityrequirementsincriticalvaluechains
andbusinessprocesses,suchassegregationofdutiesorusecasesforlogging,businessinvolvementis
required(S.VonSolms&R.VonSolms,2009).WithinthismultidisciplinarycontextofInformation
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Securitywethereforeusetheterm“BusinessInformationSecurity”(V.Solms,2005).Managing
BusinessInformationisaprerequisiteforimprovingBusinessInformationSecuritymaturity(Allen,
2007).TheInternationalFederationofAccountants(IFAC)(IFAC,2004)andISACA(ISACA,2012)
describeinformationsecurityasanintegratedenterpriseactivityrequiringpropergovernanceofthe
workdoneinthisareabytheboardandexecutivemanagement.

BasieandRossouwvonSolmsdifferentiatethreelevels:thestrategiclevel(BoardofDirectors
andExecutiveManagement),thetacticallevel(Seniorandmiddlemanagement)andtheoperational
level(lowermanagementandadministration).Alldirectivesettingandcontrollingactivities(including
monitoringandevaluating)areseenaspartofthestrategiclevelofgovernance(R.VonSolms&B.
VonSolms,2006).AnexampleistheadoptionofInformationSecurityControlFrameworkssuch
astheInformationSecurityForum(ISF)StandardofGoodPractice.Allactivitiesdesignedtoput
thesedirectivesintopracticetakeplaceatthetacticalmanagementlevel.Thetacticallevelinvolves
formulatingpoliciesandguidelines,forexampleestablishingminimumstandardsthattheorganisation
needstoadhereto,suchasincidentmanagementandsupplychainmanagement.Thelevelbelow
thetacticalleveliswherethesepoliciesandguidelinesaretranslatedintoproceduresandworking
methods. For example, this is the level where monitoring software is configured which triggers
incidentresponseprocessesorimposesstricterguidelinesforsuppliers.Thispaperfocusesondefining
artefactrequirementsforthestrategiclevelwhicharesubstantiatedbytacticalandoperationaldata.

Mostofthecontributionsbypractitioner’sbodiessuchastheISACA(ISACA,2012),theNational
InstituteofStandardsandTechnology(NIST),theInformationSecurityForum(ISF)andtheITGI
(ITGI,2005)areprescriptiveinnature(Koning&Bikker,2013).Littleacademicresearchhasbeen
doneondeterminingtheBISparameterswhichboardscanusetoimprovetheirBISmaturity.This
paper focussesonexamining the“parametersofcontrol”, thatcan functionas requirements,via
multiplequalitativeresearchmethodsproposedbyJohannessonandPerjons’DesignScienceResearch
(DSR)Framework(Johannesson&Perjons,2014).DSRaimstosolverealproblemsbycreating
knowledgeandunderstandingofadesignproblemandthesolutionsareacquiredbyestablishingand
applyingartefacts.Inthisresearch,wethereforerefertoanartefactthatcontributesinsolvingthe
BusinessInformationSecurityathand.Thisiswhyweformulatedthefollowingresearchquestion:
WhichresearchmethodscontributetodefiningtherequirementsfortheparametersofaBusiness
InformationSecurityartefact?

Structure of the Paper
Thispaperfirstpositionsthemainconceptsofbusinessinformationsecurityandtheproblemsat
hand.Itaddressestherelevanceofdoinginterpretivistqualitativeresearchbymakinguseofmultiple
researchmethods.Thesemethodsarebeingelaborated,inthefourthsectionofthispaper,completed
withtheircontributiontowardsBISresearchandthewayforwardinartefactrequirementsetting.It
concludeswiththemostrelevantqualitativeresearchmethods,aspartofDSRresearch,tobeadopted
inthecontinuationofthisartefactresearchanddevelopmentproject.Itpositionstwopropositions,the
firstisonhowtocaptureandstructuretheresearchdataintotheartefact(dataandproductview)and
thesecondoneisapplyingthisdatatowardsorganisationsinordertoimprovetheBISstate(focuses
onimplementingtheartefactandfacilitatingmeetings),alsoreferredtoasImprovingtheMaturity
ofBusinessInformationSecurity(MBIS).Itfinishesoffwithsomeexamplesofthemethodsbeing
usedinscientificandempiricalstudiesandpublications.
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FROM BUSINESS PROBLEMS TO ARTEFACT REQUIREMENTS

Designsciencestrategyfocusesonsolvingreal-lifeproblems.Itinvolvesgeneratingknowledgeand
buildingartefactstosolvedefinedbusinessproblems.DesignsciencestrivesaccordingtoPerjonand
Johannesson“…tocreatemodels,methodsandimplementationsthatareinnovativeandvaluable…”
(2014).Artefacts arebuilton functionalities that contribute to solving theseproblems.Business
requirementsarealignedwithtechnicalartefactrequirementsviaaniterativeprocessreferredtoas
the“designcycle”.Thiscycleinvolvesdesigning,testingandevaluatingtheartefact.Itincludesan
academicrigourcycleandapracticalrelevancecycle.Acontinuousprocessofiterations,whichare
initiallyframedintheexperimentalphase,establishestheartefact.Examplesincludeestablishing
MinimumViableProducts(Ries,2009)and,lateron,engineeringanartefactthatcanservemultiple
stakeholdersneeds.

Wieringa(1996)definesbusinessneedsasthestartingpointforsettingrequirements.Theneeds,
whichcanreflectbusinessproblems,aretranslatedintoobjectives,whicharedefinedintermsof
productsandspecificationsaboutthedesiredbehaviourofproducts.Eachproductspecificationisa
statementofobjectivesforitssubsystems.Inclient-orienteddevelopment,“…theneedsoftheclient
mayevenchangebecauseofthedeterminationofobjectives.Thisiscalledrequirementsuncertainty.
Thecharacteristicfeatureofproductevolutionisthatanevaluationofexperienceoftheproductafter
itisdeveloped,leadstoa(re)developmentoftheproduct.Thelogicalstructureofproductevolutionis
thesameasthelogicalstructureoffeedbackcontrol.”(Wieringa,1996).Inthispaper,wedescribethe
initialprocessofdefiningfunctionalandnon-functionaltechnicalrequirementsduringthefirstiteration
oftheartefact.Inthispaper,wedescribetheinitialprocessofdefiningfunctionalandnon-functional
technicalrequirementsduringthefirstiterationoftheartefact.Wedescribethisasan“experiment”,
soitisourintentiontofocusonthebusinesslevel(ontological,transactionsandfacts).Wethereby
acceptuncertaintyand“fuzziness”duringthedevelopmentprocess(Aken&Nagel,2004).Inlater
iterationsofartefactdevelopmentadditionalrequirementscanbebuiltin.

EXAMINING RESEARCH METHOdS FOR BUSINESS INFORMATION SECURITy

TheBISproblemiscomplex,ambiguousanddifficulttoexamineusingapredefinedmethod.We
thereforeexaminethemostrelevantmethodswhichwecouldfindinthecurrentliterature.Researchers
have found that both quantitative and qualitative research differ with respect to epistemological
foundations (Saunders & Lewis, 2007). Within quantitative research the principal approach is
deductiveinnaturei.e.testingatheorywiththehelpofquantitativedatacollectionmethods.Within
qualitative research theprincipalorientation is inductive innature.Themain aim is togenerate
theories.Withinquantitative research theontologicalorientation isobjective. It considers social
realitytobeanexternalobjectivereality.Thisisoftenreferredtoasobjectivism(Saunders&Lewis,
2007).Objectivismisanontologicalpositionthatclaimsthatsocialentities(e.g.organisations)exist
inarealitythatisexternalto–andindependentof–socialactors.Withinqualitativeresearchthe
ontologicalorientationisthatofconstructingasituationbasedondetails,andtryingtounderstand
therealitybehindit.Thisisoftenassociatedwiththetermconstructionismorsocialconstructionism
(Saunders&Lewis,2007).Interpretivismistheepistemologythatseestheroleoftheresearcheras
partofa“socialsubject.”Theresearcherobserves,analysesandinterpretsphenomenawhichheorshe
ispartof.Positivistsbelieveinapplyingmethodsfromthenaturalsciencestostudysocialreality.The
epistemologicalorientationbehindquantitativeresearchisaparticularformofpositivism,applying
quantitativemethodsfromthenaturalsciencesmodelstoresearchaparticularsubject.Itwouldbe
wrongtosuggestthatseveralresearchstrategiescannotbecombined.Onthecontrary,mostofthe
researchdoneinInformationSystemScienceorinInformationSecurityinvolvesacombinationof
qualitativeandquantitativemethods.Qualitativecharacteristicssuchasexplorabilityandcomplexity
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canbecombinedwith‘strong’quantitativecharacteristics,suchasgeneralizabilityordeductibility
(Recker,2013).

Lebeketal.(2014)foundthat55percentofmostacademicresearchonInformationSecurity
(IS)isbasedonempiricalresearchusingquantitativemethods.Withinthis55percent,50percentare
basedonquantitativemethodsandonly5percentonqualitativemethods.Lebeketal.encouragethe
applicationofqualitativeandinterpretiviststudiestoexploredeeperthefactorsthatinfluenceBIS,
suchasbehaviour,attitudesandawareness.Also,Workmanetal.emphasizetheneedforadditional
qualitative,interpretivestudiesinBIS(Workman,Bommer,&Straub,2008).

Threemajorstudiesoverthelast15years–thosebyAbraham(2011),Lebeketal.(2014)and
Siponen(2000)–examinedtheliteratureonintangiblefactorsrelatedtosuccessinBIS,suchas
userawareness,managementcommitment,peerinfluencesandbehaviour.AccordingtoWorkman,
thelimitedamountofresearchinthisarealimitsresearchonISingeneral.Zoomingdeeperinto
theLebeketal.study,shestatesthatonlyfiveofthe144studiesinclude>500respondents.The
authorsarguethat“Anempiricalsampleisrelevantaslongasitisrepresentativeandgeneralizable.
Samplesconsistingofstudentsand/orISprofessionalsdonotreflectthepopulationofinterest.With
referencetointernal,externalandconstructvalidities,surveyingstudentsandISprofessionalsisseen
morecriticallythanhavingasmallersamplesize,aslongasitrepresentsreality.”Fourpublications:
Siponenetal.(2010),Al-Omarietal.(2012),Pahnilaetal.(2007),HovavandD’Arcy(2012)used
>500respondentswhowereemployees,i.e.validrepresentatives.Theremainingstudieswerebased
onusingprofessionalsorstudentsasrespondents.Clearly,thisunderscorestheimportanceofcarrying
outqualitativeresearchonrelevantstakeholdergroups.

RESEARCH METHOdS

In this researchpaper,we explore researchmethods that are suitable for qualitative researchon
BusinessInformationSecuritywereviewthemostimportantqualitativeinterpretivistmethodsto
gain,captureandtransferknowledgeitemstobeusedinthedesignprocess.

Literature Research
Whenoneencountersabusinessproblem,itisnotalwaysclearwhattoexamineinordertoarrive
atanswersthatcanexplainandpotentiallysolvetheproblem.Businessproblemsareusuallynot
welldefinedandtheydon’thaveclearboundaries.WithinInformationSecurityresearchpapers,we
observealargedegreeofconsensusamongacademics,butthereisconsiderabledisagreementamong
practitioners(Floresetal.,2014;Siponen&Willison,2009;Huetal.,2012)onhowtoframethis
topicandthenumerousproblemsrelatedtoit.Disagreementamongpractitionersisalsoduetothe
complexityofthesolutionsoradvicegiven(Flores,Antonsen,&Ekstedt,2014).Thissuggestsaneed
foradditionalacademicresearchtoprovidecleardefinitionsanditalsohighlightstheimportanceof
empiricalresearch(Workmanetal.,2008)Explicatingaproblemwithacademicrigourautomatically
involvesthoroughlydecomposingthetheoreticalconceptsthatcontributetotheproblem.Thisisdone
bysystematicallyderivingconceptsandrelatedtopicsfromtheliterature(Hart,1998).

Literatureresearchencouragesbothacademicandpractice-orientedresearcherstothinkcritically
abouttheirsubjectandscrutinisetheirconcepts,constructsandviewpointsinordertoclearlyexplain
theresearchproblemandformulateresearchquestions.Systematicliteraturereviewsareimportant
forBusinessInformationSecurity.Thekeycontributionofembracingsystematicliteraturereview
principlesinBISresearchisthemoveawayfrom“Fear,UncertaintyandDoubt”towardsrigour.It
alsohelpstoremoveresearcherbias.Biasisapitfallforinterpretiveresearchers,soitshouldclearly
betakenintoaccountintheirresearch.Thus,BISresearchusesliteratureresearchasthebasisfora
structured,objective,unbiasedpointofdeparture.
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The delphi Research Method
Delphiresearchismainlyusedtogainadeeperqualitativeviewofacertainphenomenon–toexamine
propositions,theoriesandviewpointsusinganiterativeprocess(Linstone,2002).Delphicanbeused
toelicitviewsfromexpertsbutalsothestandpointsofusergroups,expertgroups,stakeholdergroups
andconsumerpanels.Thisformofqualitativeresearchenablesresearcherstoproposepracticesor
theoriesand,throughaprocessofmultipleiterations,getagroupofrespondentstoformaqualitative
view(Linstone,2002).Therespondentgroupcanrank,prioritiseorscrutinisethisview.Inthecase
ofInformationSecurity,itenablesresearcherstoincludeorganisation-specificelementsthatmight
influenceeithertheprocessorthecontent.Forexample,aresearchermayhavederivedcertainbest
practicesfromtheliteraturebutwanttovalidatethemwithacertaingroupofrespondents.Schmidt
etal.(2001)developedarankedlistofcommonriskfactorsforsoftwareprojectsasafoundationfor
buildingtheoryaboutISprojectriskmanagement.Theparticipantswerethreepanelsofexperienced
softwareprojectmanagersbasedinHongKong,FinlandandtheUnitedStates.Thus,Delphiisnot
geographicallylimited.

In termsofparametersforMBIS,reviewinganonymousviewsheldbyexperts, theresearch
byMaes (2014),DeHaesandGrembergen(2008)seemspromising, inparticular forgenerating
standpoints, practices and criteria among experts and thus solving the epistemological problem
ofknowingtoolittleortoomuch.WhenitcomestoresearchaboutInformationSecuritystrategy
formulation,thedecision-makingprocessforthoseatthestrategiclevelisevident(Rakhorst,2013).In
otherwords,wecanshareknowledgeaboutstrategy,butaslongasdirectorsorexecutivemanagersdo
nottakethisknowledgeintoaccount,itisuseless.So,toeffectivelytransferknowledgetoothergroups,
forexampleinordertoestablishalearningorganisation(Floresetal.,2014),weconsiderqualitative
methodsinordertotransferstandpointsorpropositionstoothergroups(suchasmanagementteams,
boardsofdirectors,projectteams,etc.).

Group Support System (GSS) Research
AGroupSupportSystemfacilitatestheeffectivecollection,organisation,evaluation,cross-impact
analysisandreportingofdata(Vreede,Boonstra,&Niederman2002),withtheassistanceofagroup
moderator.AGSSisoftenusedeithertocreatedivergenceorconvergenceinstandpoints,forexample
thoserelatingtothedecision-makingprocess(Bobbert&Mulder,2016).GSSrequiresestablishing
apredefinedagendaforameetingandpromptsthefacilitatortoanalyseinadvancethetopic,the
size(Dennis,Valacich,&Nunamaker,1990)andcompositionofthegroup,aswellasdifferencesin
participants’issuesandinterests.Thismakesitpossibletoalignthemeetingtothedesiredoutcomes.
Theroleofthefacilitatoristomakesureeverybodyhasavoiceinthemeetingandtostimulatea
free-flowingdiscussion.Thefacilitatormusthelpmemberssharetheirexperiences,elicittheviews
ofallparticipants,keepthemontrackandrecordresponses(Newby,Soutbar,&Watson,2003).

AccordingtoMoorseletal.,facilitiessuchasGSSprovidethesolutiontotheepistemological
problemsofcapturingandsharingknowledgeandthusfeeddecision-making.Theyalsohelpmonitor
andreportoncarryingdecisions(Moorsel,Stepanova,&Parkin,2009).Theknowing-doinggap
(Pfeffer&Sutton,2001)oftenpreventsorganisationsbeingsuccessfulinacertainpractice.GSS
canbridgethisgapintwoways,firstbymakingtheproblemexplicit,basedontheoreticalconstructs
and concepts. And second, by establishing awareness and a mutual level of knowledge among
thoseinvolvedwiththeproblem(objectandsubject).Thisstimulatesgroupdialogueandfacilitates
socialisation(Nonaka,1994)thinking(Lebek,Uffen,Neumann,Hohler,&Breitner,2014),discussions
(Rutowski,VandeWalle,&Eede,2006)andusingthedecision-makingprocessforstrategicplanning
(Pai,2006),i.e.maturing.ThisiswhyweproposeGSSasaqualitativeresearchmethodforexamining
knowledgemanagementandthedecision-makingprocesswithinBIS.
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Case Study Research (CSR)
CaseStudyResearchisoneof themostpopularwaysofdoingqualitativeresearch(Silvermann,
2005).ItisalsowidelyusedwithinInformationSystemresearchbybusinessmanagementtogaina
qualitativeviewofcertainphenomena.RobertYindefinesCSRasanempiricalinquirythatcanbe
usedtoinvestigatecontemporaryphenomenawithinareal-lifecontext(Yin,1994).It’sespecially
usefulwhenboundariesbetweenthephenomenaandthecontextareunclear.Casestudiesprovide
deeperqualitativeinsightsintophenomena,makinguseofmultipledatasourcesandmultipledata
collectionmethods,suchasdocumentation,observation,interviewsandsecondarydataacquiredfrom
othersources.CSRisusedforconfirmationandexploration(testingandbuildingtheories)(Recker,
2013;Eisenhardt,1989).AnotheruseofCSRistoexplainphenomena.Typically,interpretiveCSR
isusedtoexplorepossibleexplanations.

InBusiness InformationSecurity research, there isaneed toexploregeneral topics suchas
interventionsthatimprovethematurityofBIS.Thiscanbedoneusingqualitativemethodssuchas
Delphi,SurveysorGroupSupport.Althoughthestrengthofthesemethodsliesintheirabilitytoreach
outtoalargerpopulationofrespondents,CSRmakesitpossibletodivedeeperbasedonpreviously
collecteddata.Itprovidesanin-depthunderstandingofthephenomena.Withmultiplecases,it“…
strengthenstheresultsbyreplicatingthepattern-matchingabilityandherebyincreasesconfidencein
therobustnessoftheresults…”(Recker,2013).InBusinessInformationSecurityresearch,theeffects
ofintangiblefactorsarerelevantforsuccessfulengagementintheMBISprocessandimplementing
certaincontrols.Theseintangiblefactors(e.g.leadershipandculture)canbeexaminedusingCSR.
Extremecasestudiesprovidedetailingonspecificontologicalandepistemologicalissuesobserved
during, forexample, face-to-face interviews. ‘Extreme’casestudiescanalsobeused tovalidate
artefactsorinstruments(e.g.securitysurveysorchecklists).InthecaseofBISabodyofknowledge
canbebuiltwherethereisnolistofgovernancepracticesthatcanbeusedbypractitioners.CSRcan
beusedtovalidatesuchalist,togetherwithdirectorsormanagers.WithinBISresearchitbecomes
importanttocollectevidence,especiallyduetostricterregulationsandauditingguidelines.CSRthat
encompassessystematicdatacollection(observationsandinterviews)storedinanartefact(e.g.data
collectiontooling)thatcanbevalidatedbyanauditorincreasesplausibilityandcredibility.Credibility
because itprovidesproofofoutcomesandplausibilitybecause–dueto theuseof tooling– the
researcher isforcedtocollectandstorerelevantknowledgeitems.This triangulationofmethods
wherethedatathatisgathered–byobserving,interviewinganddocumenting–iscapturedinatool
thatincludescorroboration(Plutchik,1983).

Inconclusion,wecanstatethatCSRislimitedwhenitisusedtoexploreandgenerategeneralizable
data.Toexploregeneralpropositions,weproposetheuseofquestionnaires.Andtocaptureandtransfer
knowledgeweproposeGSSorsurveys.ThesecanplayaroleinthequestforBusinessInformation
Securitygovernancepracticesthatcanformaframeofreferenceforboards.Forpractitioners,we
proposetheuseofgroupdiscussionandgroupprioritisation.Thisdatasetcanlateronbeusedin
adeeperqualitativeanalysisofthefindingsfromGSSorDelphiresearch.CSRcanalsobeusedto
studycertainintangiblefactorssuchasculture,leadershipandperceptions.WithinBISresearchthese
factorsplayamajorroleindeterminingwhetheraboardofdirectorsadoptsBISandtheytherefore
influencethesuccessofimprovingMBIS.CSRcanalsobeusedtoexaminetheimpactofcertain
parametersonMBIS.

design Science Research (dSR) Strategy
TriangulationofmethodsisincreasinglyusedwithinDesignScienceResearchtoclarifyaproblem,
definerequirementsforanartefactanddemonstratewhethertheartefactsolvesthatproblem.“The
design-scienceparadigmseekstoextendtheboundariesofhumanandorganisationalcapabilitiesby
creatingnewandinnovativeartefacts…”(Hevner,March,Park,&Ram,2004).Wheninvestigating
BusinessInformationSecurityandthekindofproblemsthatcanarise,wecandistinguishtwotypesof
problems.HorstRittel(1969)refersto“wickedproblems”,e.g.problemsthataredifficultorimpossible
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tosolve(forexamplepoverty)and“tameproblems”–thosethatcanbesolvedwithaparticular
solutionwithinacertaintimeframe(e.g.involvingalgorithmsandconstructions)(Johannesson&
Perjons,2014).Wedeveloped,testedandvalidatedartefactsusingthedesignscienceframeworkthat
wasproposedbyHevnerin2004;seeFigure1(Hevneretal.,2004).

Ontherightisarepresentationofthetheoreticalknowledgebasethatprovidesthematerials
withwhichdesignscienceisaccomplished.Thisbodyofknowledgeconsistsofpriorestablished
frameworks,foundations,theoriesorconstructs.Theknowledgebaseineffectestablishestheacademic
rigourofthedesignsciences.Ontheleftside,thepracticalbusinessenvironmentisrepresented.
Thisdefinestheproblemspaceinwhichthetopicanditsrelatedproblemsarise.Theenvironment
encompasses people, organisational systems (structures, processes and relational mechanisms),
technologyetc.andconfirmstherelevanceofdesignscience.Inthecentreoftheframeworkthe
designscienceartefactiscraftedbyactivitiesrelatedtodesigning,building,developingandevaluating
anartefact thatmeetsan identifiedbusinessneed.Asa follow-up toHevner’swork,Perjonand
Johannesson(2014)presentedthesevenDSRguidelineswhicharevisualisedinFigure2.These
guidelinescanhelp researchersunderstand the requirements foreffectiveDSR.Althoughdesign
sciencefocusesmainlyontheartefactandnotprimarilyontheexecutionofproceduralsteps,we

Figure 1. Hevner’s Design Science Research Framework (2004)
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proposetousetheapproachtakenbyPerjonandJohanessonandproposemultipleresearchmethods
toidentifyeachstepoftheprocessusedtoestablishtheartefact.AkeycharacteristicofDSRis
thecontinuousalterationandmaintenanceof theartefactviafeedbackloops.In theinitialphase
ofprototypingandexperimentingthefinalproductanditsfeaturesareunclear.Wieringarefersto
“requirementuncertainty”whenestablishingartefactrequirements.Inthefirstiterations,theartefact
hasjustenoughfeaturestogathervalidatedlearningabouttheproductanditscontinueddevelopment
(Riesm2009).Thisiswhytheexactrequirementsareinitiallynotyetclearandcontinuetoevolve
overmultipleiterationsoffeedbackloops.VanAken(2004)refersto“fuzzyfrontend”,whichmakes
designingprecise,immediaterequirementsimpractical.

ValidatingtheartefactinordertoexecuteDSRisseenasoneofthemainchallengesofDSR
publications,sincevalidatingishardandcomplex(Arnott&Pervan,2010)Anotherchallengeis
objectivity; this refers to theextent towhich research is impartial and freed from the subjective
judgement of the researcher, especially with interpretivist research such as BIS (Recker, 2013).
DSRissometimeslimitedinprecisionduetotheabsenceofrigourinpracticalenvironments.The
outputoftheresearchiterationslargelydependsonthewaytheproblemisframed.Whenthereis
insufficientorincompleteinputforthedesignscienceframework,theoutcomeispoor(Johannesson
&Perjons,2014).ThisidentificationandexplicationprocesswithinBISresearchideallycomesfrom
theliterature,GSSand/orDelphiresearchmethods.

The Use of GSS in Setting Requirements
GSScanalsofacilitatethecreativeprocessofsettingfunctionalrequirementsforadesignscience
researchartefact(Trembley,Hevner,&Berndt,2010),i.e.indicatorsoftheindividualmaturitylevel.
TheDelphiresearchmethod(usingsurveys)isideallypositionedparalleltoorbeforeGSStoscrutinise
orvalidatespecificcontentintheliterature.AccordingtoTremblay(2010),validationbytesting
againstexpertopinions(infocusgroups)enhancestheacademicrigouraswellastherelevanceof
researchandcontributestoasoundknowledgebase.Thereisno‘idealsize’forafocusgroup(Fern,
1982)“Focusgroupsessionscanbestructured,orunstructured,dependingonthepurposeofthe
research.Thegroupdiscussionisled,andcontrolled,byafacilitatorwhoseroleitisto:stimulatea
free-flowingdiscussion;helpmemberssharetheirexperiences;elicittheviewsofallparticipants;keep
groupmembersontrack;andcaptureresponses.”(Newbyetal.,2003).Theroleofthefacilitatoris
importantinordertoavoidthe“AshEffect”wherecertainindividualsdominatethegroupdynamics
andthereforetheoutcome(Asch,1951).Sincethesizeofthegrouphasanimpactontheabilityof
thegrouptoachieveaproductiveoutcome(Dennisetal.,1990)theselectionoftheright(numberof)
expertsiskeytoobtainingcollectiveintelligence.Thegroupsolutionisbetterthananyonemember

Figure 2. A Design Science Research Approach to Developing Experimental Artefact Requirements (Adapted from Perjon and 
Johanesson)
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couldhaveproducedbeforethediscussion(Linstone,2002).So,toomanyparticipantsmaycause
toomuch‘noiseontheline’andtoofewparticipantsmaycompromisethedata.

dEFINEd RESEARCH METHOd

Inthispaper,wehaveexaminedanumberofmethodsfordesigningandengineeringaBISartefact,
basedon the literature.The core contributionof themethodsused in combinationwithDSR is
summarizedinTable1belowandthisprovidesananswertoourresearchquestion:Whichresearch
methodscontributetodefiningtherequirementsfortheparametersofaBusinessInformationSecurity
artefact?TheconclusionofthisexaminationisthatGSScancontributeby:a)examining,selecting
anddefiningparameters (e.g.artefact requirements)andb)establishingconsensusanddecision-
makingrelatedtoimplementingtheartefacttoaddressthebusinessproblemofBIS(fitforpurpose).

Theproposeddefinitionofa“researchmethodtodesignandengineeraBISartefact”startswith
theinitialphaseofrigoursliteratureresearch(1)toexplicatetheproblemandfollowedbyDelphi
Research(2)topredefineviewsandstandpointsandfurtherexplicatetheproblemviamultipleviews
anditerations.AfterthatCaseStudyResearch(3)canprovideindepthknowledgedataoncertain
influencesonBISsuchascontext,regulations,technologyorculture.ThegathereddataduringDelphi
andCSRisthenusedinGSStofuelthedesignanddecision-makingprocess.GSScanbeappliedto
determinetherequirementsamongstakeholdersandtoprepareorguidethestakeholder–user-group
todiscusstheimplementation(fittopurpose).ThisDSRmethodologybasedon(Johannesson&
Perjons,2014;Aken&Nagel,2004;Hevneretal.,2004;Wieringa,2014;Winter,2008;Dietz&
Hoogervorst,2013;Albanietal.,2016)toimprovetheMaturityofBusinessInformationSecurity
iscoinedandpublishedasthe“MBISmethod”inseveralpublications(Bobbert&Mulder,2016a;
2010;2015;2013;2016b).

Table 1. Research Methods and Their Contribution to Business Information Security

Type of research 
within DSR

Contribution to designing and engineering a Business Information Security artefact

1.Literatureresearch Explicatinganddefiningtheprobleminasystematic,structuredway.Objectivityremovesthe
elementofFearUncertaintyandDoubt(FUD).Unbiased,structuredpointofdepartureforthe
designcycle.Requiresacertainlevelofexpertiseinthetopic.

2.Delphiresearch Anonymousinventoryandselectionofviewsandstandpoints(preferablybasedupon
literaturedata).Rigorousexaminationprocessforscrutinizingtheproblemvia,forexample,
expertopinions.Collectingglobalviewsoncriteriarequirementswiththeuseoftechnology.
Knowledgesharing.Enablesdoublelooplearningviamultipleiterations.Automated.No
geographicallimitations.Limitedingroupinteractionanddiscussion.

3.CaseStudyResearch
(CSR)

DeeperqualitativeinsightintoBISparametersandrequirementswithinacertainindustry/
country.Usedforconfirmatoryandexploratorystudiesrelatedtovalidatingrequirements.
Detailedinsightintotheeffectivenessofrequirements(i.e.criticalsuccessfactors).Supports
retroperspectives.Thepersonalapproachencouragesthetargetgroup(BoardsofDirectors)to
engageinBIS.CSRisatimeintensiveandconsuming.

4.GroupSupport
Systemresearch

Enablestocreate,shareandcaptureknowledgeaswellasdesignitems.Stimulatesdesign
thinkingandstakeholdercollaborationduetothe“groupelement”.Abilitytocollect,assess
andselectproductrequirementsinaveryshorttimeframe.Supportstheregulativeprocess
[60]oftestingandvalidatingrequirements.Processinglargedatasets.DoubleLooplearning.
Bridgingknowing-doinggaps.Stimulatinggroupdialogues(i.e.amongBoardsofDirectors
andManagementteams).Makesitpossibletoestablishgroupconsensus.Supportsthe
businessalignmentprocessanddecision-makingprocess.Threatofthe“lawofthedecibel”.
Requiresprofessionalgroupmoderationskills.
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CONCLUSION

Inthispaper,wemaketwopropositions:a)referstotheproductanddataviewandb)focuseson
implementingtheartefactandfacilitatingmeetings.Thefirstproposition(a)wasinvolvedinBIS
research.ItwaspublishedintheInternationalJournalofBusinessITAlignmentin2012(Bobbert&
Mulder,2010),andpresentedattheHICSSconferenceintheUSAin2013(Bobbert&Mulder,2013)
andattheInternationalConferenceonComputationalIntelligenceandCommunicationNetworksin
2015(Bobbert&Mulder,2015).Thesecondproposition(b)wasresearchedandtestedincollaboration
withAntwerpManagementSchoolamong25CIOsandCISOs,whotestedtheimplementationofthe
predefinedartefactrequirements(Mari,2016).Theparticipantsrankedtheuseofascorecardasthe
numberonerequirementtobeengineeredinanartefact.Thisillustratestherelevanceofthetopicand
thecontributionofthisMBISresearch.OngoingresearchhasbeenperformedonapplyingGSSfor
identifyinganddefiningrequirementsforanartefactthatcanenableknowledgemanagementwithin
afinancialinstitute.TheuseofGSSinfacilitatingimplementationanddecision-makingrelatedto
BIShasbeenresearchedandpublishedintheISACAJournal(Bobbert&Mulder,2016a)and(in
Dutch)inthePlatformvoorInformatieBeveiliging(PvIB)magazine(Bobbert&Mulder,2016b).

Theinitialaimofthisresearchpaperistoexaminewaysofdefiningparametersofcontrolusing
qualitativemethodswiththefinalobjectivetospecifyrequirementsforaBISartefact.Alimitation
ofthispaperisthefocusonthefirsttwostagesofJohannessonandPerjons’DSRframework,namely
examiningtheresearchmethodsthatcandefinetherequirementsforanartefact.Thispaperislimited
indescribinghowtherequirementswereengineeredintotheartefactandhowtheserequirementswere
validatedbythestakeholders.Thisdemonstrationandevaluationpartoftheartefactdevelopment
is,since2010,subjecttoongoingresearch.Theartefactisrestrictedaccessiblefororganisationsas
wellasresearchersviatheurl;https://apps.securimeter.eu/.

Whenthequalitativeapproachisfurtherenhancedviatherigourandrelevancecyclesanddata
fromtheenvironmentisenteredintotheartefact,itbecomesaknowledgebase.Thismakesquantitative
analysisofthegathereddatapossible.Whenthisdatasetissufficientlyextensive,statisticalanalysis
canbeperformed,whichenablesrepresentativesampling.Statisticalinferencecouldbethesubject
offutureresearch.
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